This paper investigates protocol architecture of a Web-ZigBee gateway for interconnecting TCP/IP-based networks and ZigBee/IEEE802.15.4-based wireless sensor networks. The Web-ZigBee gateway delivers data between the TCP/IP network and the ZigBee network. Since those two networks have different communication protocols, a protocol translation mechanism is needed. Herein, we propose a method to deliver query messages from the Internet to the sensor network and receive data from sensors. The protocol translation is performed in the translation layer that is placed above the two application layers, i.e., the Internet application layer and ZigBee application layer. Among various interfaces, we use CGI programming to take care of translation functions efficiently. The CGI manages query information from a client on the Internet and data from the ZigBee sensor network. Whereas the TCP/IP enabled sensor network overlays two heterogeneous communication protocols, overlaying layers increase the complexity and cost of implementing the sensor network. On the contrary, the sensors in our gateway-based system are not only light (because each communication protocol works independently without overlaying), but also efficient because the translation layer mostly alleviates header overloading. 
The remainder of this paper is organized, as follows. Section II presents some related works.
Section III presents our Web-ZigBee gateway architecture and ZigBee sensor network management.
Section Ⅳ shows computer simulations. Section Ⅴ shows the performance evaluation of the proposed scheme and Section Ⅵ offers our conclusion.
II. RELATED WORKS
There are several papers in the literature that are related to our work. In this section, three approaches for implementing web-sensor gateways are discussed.
IP-based approach
In this IP-based sensor network, each sensor is equipped with a global IP address for realizing the data communication between sensor nodes and clients on the Internet. In particular, because it is expected that the wireless sensor network (WSN) consists of thousands to millions of tiny sensor nodes, all IP-sensor networks are infeasible without moving up to IPv6. With limited computational and communication capabilities, it is also impractical to overlay TCP/IP layers over the communication protocol layers of the sensor [5] . There is a similar method that uses the μIP TCP/IP stack so that users can access the sensor node while the sensor nodes in the WSN communicate with each other over their own protocol [6] . In contrast to the all-IP-based sensor network, in this μIP-based network, only some sensors are equipped with an IP stack. The concerns are implementation cost and sensor network life. This approach will be compared with our method in Section Ⅴ. 
IP host as a virtual sensor node approach
The essential features of the proposed overlay network structure for this approach are illustrated in sensor network that operates as an application-level overlay of the Internet. The overlay gateway itself is also a virtual node that participates in sensor network routing decisions [7] .
III. The Proposed Web-ZigBee Gateway
In this section, we describe the architecture of the proposed Web-ZigBee gateway and the message exchange processes.
Our Web-ZigBee gateway architecture
The main task of the Web-ZigBee gateway is to provide an interface between the ZigBee sensor network and the client. 
APSME-GET.request to the ZigBee coordinator in
order to get the sensor data from the sensor.
The APSME-GET.request is a command managed by the APS Management Service in the application layer of the ZigBee coordinator and is shown in [Fig.   9 ]. When the APSME-GET.request command is received at the ZigBee coordinator, the coordinator retrieves the requested sensor data from the memory space called the application support layer information base (AIB) and prepares the data to be sent to the ZigBee AP.
From the ZigBee coordinator to the ZigBee AP
Assuming that the sensor provides its data periodically to the coordinator, when the APSME-GET.request command arrives from the ZigBee AP, the ZigBee coordinator sends the requested data back to the AP using the data frame shown in [Fig. 10 ]. The figure shows the typical ZigBee data frame composed after being encapsulated by the header of each protocol layer. 
IV. Computer Simulations
In this section, we present the ZigBee remote control interface supporting a client's query, and display the sensor data in the client interface. As shown in the typical remote control interface in [ Fig.   11 ], the client can choose the ZigBee device and check its attributes.
First, the client opens the remote control interface, chooses a ZigBee sensor, and then checks one of the attributes, such as temperature, voltage, or humidity.
Then, the web-sensor gateway replies with the data as a response to the client query.
The following section of the paper provides the procedures exchanged among the client on the Internet, the web-sensor gateway, and the ZigBee coordinator. The implementation has been done in C/C++, HTML, and CGI programming.
From the client to the web server
The client submits a HTML Form like the one below:
<FORM ACTION="/cgi-bin/select_device.cgi" > < P> please enter ZigBee device name then press enter <INPUT NAME="device A" SIZE="10"> <INPUT TYPE="SUBMIT"
VALUE="ENTER"> </FORM>
The client inputs the sensor name and then enters.
The web server calls the CGI program and begins to convert the client request, as follows: 
n=atoi(getenv(″CONTENT-LENGTH″));
The client request is converted to an integer and stored in n.
From the web server to the ZigBee AP
Once the web server receives the client request, the request is translated by the CGI program so that the ZigBee AP can generate a command frame and send it to the ZigBee coordinator. The first function called by the ZigBee AP is as follows:
ZDP_IEEEAddrReq ()
This function requests the MAC address of the sensor node to the ZigBee coordinator. When this function is called, a command is generated and sent to the coordinator using the APS frame. The command is as follows:
IEEE_addr_req
Upon receiving this command, the ZigBee AP responds with the MAC address of the designated sensor node using the command call and actual command, as follows:
In the second step, the ZigBee AP generates the command call and actual command in order to obtain the endpoint address of the sensor node, as follows:
ZDP_ActiveEPIFReq () Active_EP_req
Similarly, the coordinator responds with the following command calls and actual command for delivering the endpoint address of the sensor node, as follows:
ZDP_ActiveEPIFRsp () Active_EP_rsp
After acquiring the MAC address and endpoint address of the sensor node, the ZigBee AP can request the sensor data using the command call, as follows:
APSME-GET.request ()
When the coordinator receives the data request from the ZigBee AP, it responds with its data, as follows: 
V. Performance Evaluation
In this section, we compare our web-sensor gateway based system with the TCP/IP enabled sensor network in terms of routing, overhead and energy efficiency, influence of packet losses, and security.
Routing
The routing scheme based on IPs is host-centric and does not fit well with the sensor network paradigm, where the main interest is the data generated by the sensors and the individual sensor is of minor importance. Most of the proposed communication protocols for sensor networks use data-centric routing [11] [12].
In our proposed gateway-based method, routing between the client and gateway is independent from routing between the gateway and the sensor network.
Routing and addressing done for the Internet have no influence on addressing and routing done for the sensor network.
Overhead and energy efficiency
The size of the TCP/IP packet header is between 28 and 40 bytes. When sending a few bytes of sensor data in a datagram, the header constitutes nearly 90 % of each packet. Energy efficiency is of prime importance for the sensor networks, and since the radio transmission is often the most energy consuming activity in a sensor node, a header overhead of 90 % is unacceptable [13] .
In the proposed scheme, because the web-sensor 
Security
From a security perspective, the web-sensor gateway architecture provides a good place to implement user and data authentication. Since all access to the sensor network goes through the gateway, it provides greater security than the TCP/IP enabled sensor network. 
VI. Conclusions

